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The HF Monitor is a portable device with pre-processing of the recorded data from
receivers. It interfaces with the HF Monitor Software to automate the process of collecting
data and to enable event creation and alarm functions for unusual signal activity, as well
as providing useful information about network health and use of the spectrum. This
display of recorded data can be used to help detect the presence of RF transmissions

and source of interference.

Your Benefits

« Portable: light-weight, rugged and small. The HF Monitor can operate as a stand-
alone recorder in remote locations without the need of a PC connection for continuous
signal recording.

 High Performance: designed for 24/7 monitoring of frequency ranges with
simultaneous processing of all triggered signals.

« Affordable: the hardware consisting of sensor modules (single board computer) and
recording devices gives you the most cost-effective solution in the market.

« Data Interface: through a connection to a PC, the data recorded can be analyzed in
real time using our sophisticated data acquisition and analysis software. Data can
also be retrieved from the internal SD card or with a USB stick for post analysis.

« Configurable: users can configure the frequency range and number of frequencies
to record as required (i.e., real time, simultaneously, scheduled). Alarms and Events

can also be generated.
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The Sensor Module

The radio frequency data is captured using detached receiving hardware connected to a
Sensor Module. This consists of a single board computer (SBC) which pre-process the

recorded data and is connected to a PC for configuration and data visualization.

N

Several Sensor Modules can be configured to record and transfer data simultaneously.
The HF Monitor Software allows the user to manage the connected devices and to assign

Monitoring Jobs to each of them.

IR+ Fharan Cand iy MUK i [ "
féer  wlrap  Sresem Saw
L) II

Liga et . )|, P 1 RRD
Livn Redgnes Bin L Pl UTELJ
L hlwray . | 10 1ETLEE
Lonst Bdastrads B 4 1) 1/TEES

i birimaned b

Chiandsang, 5or. 4, 00 170241 e FIZIE | L 4O
[ rori b i,
iy e T LB TIT Comwnimeng Covaiamiag :\--.:.- d 5 N -
B 8-
T |l GRS R R S ]
REAnT] Baswy ¥ B, SeEme
Foll L= res . .
ukar " s
Monitoring-Jobs
5 Modul S oo i
EHSDT D u ES Crealed st st LT B0 B4, BT BEME-BS- 1N 1NIBNE (7T
e uliemin 1611" i Sy deviar Jeiiises CLiey it Sir. 4
[ T WOAT L, e T e
rillir: e | ke
Hgm e besw, (9910 B
B aeiig O B ey BB, ol R [
FISlET: SSEILE |RLDIIRssary
e I= lmow, [Prisibe §
Syt coefl) WL L LR R et DTN
=] FIIUT. i T
L B leog, i#rlerikys @
o BT RS | I A e
T FILi= | el | BT, P ERGETY
L= B Imog, (W lariny 60
ra CEERN T TER e ]
I= loow, (Frievikr &
AT ot e L
e L JELLY e e S Deiser CL1M P Sir, 3, 0
Rasary coefly W, Hctres e b e
E= Pk | 2 | NTL AT
L) B Leap, (erieriny= @
Ll B i | BTN L TR TEDERC C, AARCTTUS FIT DD PR
=l Ll T LN i L]
£ = oeg, [V [}
L T - G L T R R R
= e b § T e e
mar B L (S i 0
ST THTRL G50, RimrFem ild 3 10 dm e
= FILLOT . BRI WL SR
e e Tiew, (BT laribr @

ol e g L
L o lam, [PYIETIE B

B ek Dise Sives Fimed  Tiatw Hirsed

rfe-giobal

radio frequency equipment



Monitoring Jobs

Monitoring jobs are customized by the user to monitor several frequency ranges with

different time intervals and observation times:

® ' New Record configuration ? X

Record name: ‘BDBOS narrow ]

Optimize for receiver type: RYSdr: 24MHz - 1.766GHz FFT (Join) v

Start frequency Stop frequency 100kHz v

Spectral power resolution: 12,5kHz: <Bandwidth: 1.25MHz> v

Full job time l Run once v l

Spectrum collection time in ms llOO s |
Spectrum scan:
Spectrum from 392MHz to 395.5MHz, Bandwidth: 3.5MHz
Scan bandwidth in 3 steps (step size 1.25MHz)
Spectral power resolution: 12, 5kHz
Number of power values: 280
Assumed time for one measuring result: 600 ms
Generate one measuring result.

| Ok Cancel
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Events

Events serve as a starting point for a detail analysis. If the conditions of an event are met,
an automatic action is started (i.e., the transmission of an email or trigger an SMTP

notification).

Type of Events:

1. Noise floor surveillance of frequency range over time

@ Local Event configuration 7 X
Dyeis Event tyne: | Sackground rose ~ | Event name: |Plaase enter name
Please enter name <noise level
Use frequency range defined by record #! Uise frequency range defined by user
Start fraquency 85000000 = Swpfiequency | 110000000 - | | Bikz Recordrange || Selerted
Power level startin dB 127 2| Powerlevelendindg 25
Duration tme inms | 100 2 |00
Wl 2]
2| g add rew Delete Rantorn
- 1 ok Cancel
‘\—L i U-J-‘J--.L'LLL z ilu,u.hm.LULAJ
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2. Power detection of a certain frequency or frequency range

£ 6 axewaseseglt o0

Duraton e inms | 108

G Local Event configuration ? *
e Eventtyoe: Powerkvel = | Eventrames Ploose enter name
Please enter name <Power levt
Start frequency 425987500 5| Stop frequency 42FI62S00 3| | 12.5kHr ~ Record rangs Selectad
e Power level start in dB 80 +| Powerlevelendndg 45 v
‘; . ; Duration tine i ms | 200 [gllwa =
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3. Peak detection over frequency range
@ Local Event configuration ? *®
Events Event type: |Peakdetecton | Eventrame: Please enter name
Please enter name <Detect pee
Use frequancy range defined by record ® Lise fraquency range defined by user
Start frequency | 425000000 |%| Stopfrequency |430000000 || 3125k ¥ Record range Selected
= Poner level offset to noise level in o8 q:
= Mirsmum bandwidth n He 12600
) Duration time in s | 100 =[{0 >
‘ ’
’ _dddven ][ ook e
)
= Ok Cancel
o
)
o B = E = E) =
4. SNR surveillance and Carrier surveillance with spectral mask
@ Locad Event canfiguration *®
et Event tyes: | S8 level = | Event name: |Pease entes nane
Please enter name <SHR levels
Stwtdeuency | NI0000 T Skofequency  TITH000 | TSk Record range. ebected
Spectrum (wg) FEIES-IRIITIMA [Datefi T J030-09- H 154213, Duration: 112 ma) o prrerre 2w 4 25000 -
T e ;
saumine F i seeune “
Lef nerdou detarce td 3| Right neghbour dutance ?
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Data Analysis

Using the HF Monitor Evaluation Software, the recorded data is visualized and analyzed
at different points in time by selecting the frequency range to evaluate.

‘@ Min/Max/Avg over time

Make coloured spectrum with min, max and average values

392012500 s

Start frequency End frequency 1000 v Record range
im Sm 10m 30m 1h 6h 12h 24h
Time range hh:mm:ss [00:05:00 a ]
Start data & time yyyy-MM-dd hh:mm:ss [2020-02-18 12:17:49 )
<-1d <-th <-30m <-10m <-1m im -> 10m -> 30m -> th-> 1d->
Start Cancel
There are 4 types of Graphs available for analysis:
1. Min/Max/Average graph
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Min/Max/Avg spectrum

Type : Spectrum (max): 391.01875-392.0125MHz

Time : 2020-02-18 12:17 to 2020-02-18 13:17

Number : 2971 measurements (First: 2020-02-18 12:17, Last: 2020-02-18 12:59)
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2. Spectrum display

The Spectrum display shows from a selected point of time a view of the signal power over

time.

The graph “Power over time Min/Avg/Max/Noise” is the result of the transformation of the

specifying frequency domain into the time domain.
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3. Spectrum Waterfall diagram

The Waterfall diagram provides a color-based visualization of the RF level and activity
over time.

This includes the past or future based on the actual selected point of time.

Spectrum (avg) 390-395MHz (Date&Time: 2020-09-14 15:40::55, Duration: 700 ms)
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4. Density Spectrum diagram

The Density Spectrum Diagram displays accumulated RF energy as a function of

frequency.

This shows an adjustable time period displaying the data of the past or future based on

the actual selected point of time.
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HF Monitor Specifications
(Name  [Descripon |

PC Requirements

PC-Hardware
(Minimum)

0s
USB-ports

Interface or card readers
for reading and writing

Ethernet

Intel® Core™ i5, 8GB RAM, 20 GB available space on the hard disk

Windows 10 (32- or 64-Bit-Version)
2.0 (used for Dongle with Program Program-Licenses)

SD-Card (optional used to directly edit configurations of the Sensor Modules and
to read out measurement results without a connection via

Ethernet)

10/100/1000 Mbit/s (used for connections of the Sensor-Modules with
the PC)

Requirements connection of the Sensor-Module

WIFI

Ethernet

2,4 GHz or 5GHz IEEE 802.11ac (optional used for connections of the
Sensor-Modules with the PC)

10/100/1000 Mbit/s (used for connections of the Sensor-Modules with
the PC)

The HF-Monitor-Business Package comes with:

v 1x Program Dongle to operate the
Evaluation Software and License
Management to handle the carrier license

(yellow dongle)

v" 10x HF-Sensor with antenna: SDR
(Nooelec) with RTL2832 receiver chip
v" 10x HF Monitor Sensor-Modules (Single

Board Computer)

v" 10x Receiving dongle with each 1 carrier
license (black dongles)

v' USB-memory stick formatted to NTFS

v' SD-Card already inserted in Sensor Module

- -
-
-
- -
-

Validity of the data sheet, subject to any changes to the software.

Development:

femvenner GmbH
Lise-Meitner-Str. 2
24941 Flensburg
Germany

Distribution by:

rfe-global GmbH .

- f Marie-Curie-Str. 1 rfe g IObaI
V e n n e r 26129 radio frequency equipment
‘*ms: Oldenburg (Oldb)

Germany



